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ABSTRACT

Digital forensics starts to show its role and contribution in the
society as a solution in disclosure of cybercrime. The essential
in digital forensics is chain of custody, which is an attempt to
preserve the integrity of digital evidence as well as a procedure
for performing documentation chronologically toward evidence.
The characteristics of digital evidence have caused the handling
chain of custody is becoming more complicated and complex.
A number of researchers have contributed to provide solutions
for the digital chain custody through a different point of views.
This paper gives an overview of the extent to which the
problem and challenges are faced in the digital chain of custody
issue as well as the scope of researches that can be done to
contribute in the issue of the digital chain of custody.

General Terms
Digital Forensics

Keywords
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1. INTRODUCTION

Chain of Custody is a procedure in the handling of evidence in
a series of investigations. According to [1], chain of custody is a
procedure for performing documentation to the evidence in
chronological events. Meanwhile according to [2], chain of
custody is an important part of the investigation process that
will ensure evidence can be accepted in the court system. In this
case, chain of custody will document the terms related to where,
when, why, who, how in the use of evidence at any stage of the
investigative process. The issues of chain of custody become
very important, as authenticity of evidence must be maintained
in accordance with the condition when it was first discovered
until later presented in the court. The scope of chain of custody
includes all individuals involved in the process of acquisition,
collection, analysis of evidence, time records as well as
contextual information, which includes case labeling, and the
unit and laboratory that process evidence.

In today’s digital society era, the issue of the digital chain of
custody becomes important considering the number of
cybercrime activities that appear. This is one of the
consequences of development in information technology and
the telecommunication infrastructure improvement that make it
easier to connect every individual in a virtual environment that
is without limit. In this case, according to [3] the development
and improvement of information technology have impacted on
the openness of various forms of crimes recently committed by
individuals and groups known as cybercrime. Survey and
reports made by [4],[5],[6], shows that cybercrime is a serious
threat to individuals, institutions or countries in which the
amount of losses globally might equal to national income of a
country. In Indonesia, according to the Indonesia Computer
Emergency Response Team (IDCERT) cited by Alkazimy
(2011) in [7], in the first half of 2011, there have been 78.238
cases of cybercrime and the number increased to 144.284 at the
fifth two-month year 2011.
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The attempts to disclose cybercrime are done through a process
known as digital forensics. According to [8], the digital
forensics is the use of science and methods for finding,
collecting, securing, analyzing, interpreting and presenting
digital evidence related to the case occurring and it is beneficial
for event reconstruction as well as the legitimacy of the judicial
process. Although digital forensics activities are mostly
associated with law enforcement process, in fact, only a small
number of cybercrime cases that have been handled by law
enforcement. Most of the cases are handled by private
investigators. Banking, insurance, and private company are
institutions that often become the target of cybercrime, and the
institutions have had an internal unit for the handling cases that
lead to cybercrime [9].

In Indonesian jurisdiction, the procedure of handling of
evidence refers to Regulation of the Chief of National Police
No. 10/2010 on the Procedure of Handling of Evidence in The
Indonesian National Police [10]. The regulation provides an
overview of the business model for handling of evidence by law
enforcement officers. It mentions about:

. Management namely: procedure or the process of
receiving, storing, securing, maintenance, using and
destroying confiscated object to/from the evidence room.

. The officer, who has the authority to receive, store,
secure, care, release and destroy the confiscated objects
from the evidence room.

. Storage based on the different type of evidence.

. Principles of evidence handling: legality, transparency,
accountability and effectiveness.

. The obligation to write and record into the register book
of all activities related to the evidence.

The challenges faced by investigators when the evidence
handled is digital evidence, i.e. any valuable information that is
stored or transmitted in digital form [11] or information stored
or transmitted in a binary form that can be used in the law
enforcement and judicial process [12]. In this case, there are
two terms that are almost the same, i.e. electronic evidence and
digital evidence. Electronic evidence has a physical form and
can be identified visually (computer, mobile phone, camera,
CD, hard disk, etc.), while digital evidence is evidence that is
extracted or recovered from electronic evidence (can be a file,
email, short message, image, video, log, text).

According to Matthew Braid in [11], in order each evidence can
be used to support the judicial process, the evidence must meet
five criteria, namely: admissible, authentic, complete, reliable
and believable. Meanwhile,[13] mentions the two basic aspects
of other criteria so that evidence can support legal proceedings,
namely legal aspects, with the criteria: authentic, accurate,
complete; and technical aspects, with the criteria: chain of
evidence, transparent, explainable, accurate.

Digital evidence has a number of characteristics, such as easy to
be duplicated and transmitted, very susceptible to be modified
and removed, easily contaminated by new data, and time
sensitive. Digital evidence is also very possible to cross



countries and legal jurisdictions. For this reason, according to
[13], the handling of chain of custody of digital evidence is
much more difficult than the handling of physical evidence, in
general. In contrast to physical evidence, digital evidence is
very dependent on the interpretation of its content. Therefore,
the integrity of the evidence and the ability of the expert to
interpret the evidence will be influential in sorting digital
documents available to serve as evidence [13].

This paper will provide an overview of the extent to which
research with a focus on the digital chain of custody has been
performed by a number of previous researchers. The expected
output of this paper is to obtain a general overview of the
problems and challenges that can become an area of research on
the digital chain of custody.

2. AN OVERVIEW OF THE PROBLEMS
IN CHAIN OF CUSTODY

In the actual case, physical and digital evidence are part of the
investigation process that is complementary to each other.
Similarly, when the judicial process, the physical and digital
evidence are becoming an integral part of the investigation
process. Thereby, the handling of physical or digital evidence is
supposed to be the same, or at least has a similar mechanism.
Figure 1 illustrates that both physical and digital evidence is a
unity in the investigation process.

The problem encountered these days is the gap in the handling
between physical and digital evidence. This is certainly going to
be an obstacle in the judicial process. That is why it requires the
contribution from academician to provide solutions and set the
framework for the handling of evidence, both physical and
digital evidence that will support the digital forensics activities.

Physical Crime Scene Investigation

Search for Digital
Evidence

Digital Crime Scene
Reconstruction

Presentation of Digital
Scene Theory

.

Preservation of Survey for Physical Document Evidence E
' Physical Scene Evidence and Scene |
L Search for Physical Physical Crime Scene Presentation of E
: Evidence Reconstruction Complete Theory ;
§ Digital Crime Scene Investigation
.| Preservation of Digital Survey for Digital Document Evidence
[ Scene Evidence and Scene

Figure 1. Unity of Physical and Digital Evidence Handling

(Source:
http://www.dynotech.com/articles/digitalevidence.shtml)

One of the problems encountered in the handling of digital
chain of custody is the various frameworks and business models
in the digital forensics activities. The digital forensics
frameworks that are varying actually do not have a principle
and fundamental difference because in general any framework
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used by the researchers is different only in terms of the

addressing and detail of digital forensics activities
[14] [15],[16].
Digital Investigator ~ CSI: Elektronics Imaging Tools Digital
Evidence Evidence
Q
- 5 Computer, L] Encase, FTK, Lo Image File,
mobile phone. Oxygen, DD Digital
Harddisk, USB, etc. Evidence
. | DIGITAL CHAIN
Documentation ®|  orcusTODY
(CoC)
Expert Whitness, Examination, Digital Judge
Law Enforcement, ! exploration | Investigator/
Lawyer, Attorney and analisys Examiner
of Digital
Evidence
1
| | Presentation /
Report

Figure 2. An lllustration of Business Model and Digital
Evidence Chain of Custody

Nevertheless, this phenomenon does not apply to digital
forensics business model. Business model will provide a
description of the relation between parts in every stage of the
digital forensics frameworks. The difference in a business
model will cause a difference in the overall handling of the
digital forensics, including the handling of chain of custody.
Unfortunately, up to now there has been no study concerning
the issue of business model in digital forensics and the real
implementation among digital forensics  practitioners.
Therefore, the study of business model in digital forensics will
be a reference to every institution that conducts digital forensics
activities. Figure 2 shows one of the concepts of business
models that can be implemented in digital forensics.

Digital chain of custody according to [17], [18] raises a problem
that is vast and complex. The main problem in the chain of
custody is related to the documentation of evidence.
Documenting and recording of all interactions on the physical
evidence is extremely easy to do; however, this does not apply
to digital evidence. The easiness to do remote access, copy,
transfer the file, coupled with and user mobility trend in daily
activities allow a digital investigator or other law enforcement
agencies to explore and analysis the data anywhere and
anytime. This is certainly going to complicate the
documentation process of digital evidence. It requires accurate



and complete documentation as well as data logs of the digital
evidence.

In the future, court and law enforcement will require much
more detailed information to support the investigation process.
Signature of the object, identity of all parties who interact with
the evidence, location of handling the evidence, time of access
and all the descriptions that contain transactions and any access
to the evidence would be required [1].

Meanwhile, according to [19], the documents issued by several
organizations (such as IOCE, SWGDE, DRWS) are basically
only in the form of report or paper about general aspects of the
handling of digital evidence and chain of custody, whereas the
technical implementation of the handling of the digital chain of
custody is still not further explained. To this end, researches in
the field of digital forensics that focus on providing solutions to
the concept of digital chain of custody still pose a challenge and
open problem [20]. In addition, the rapid growth of cybercrime
must always be followed by a new understanding of digital
evidence along with the handling of chain of custody.

One of the problems in chain of custody is data integrity. In this
case, according to Vanstode in [21], digital integrity is a
property on which digital data do not experience any change by
the party who is not authorized to do any change. Changes and
contacts on digital evidence are only done by those who have
the authority. The integrity of digital evidence warrants that the
information presented is complete and unchanged from the first
until used lastly in the court.

Meanwhile, based on the characteristics of digital evidence, the
handling of evidence should also consider the order of volatility
of digital evidence. In this case, Brezinski & Killalea [22] state
that the order of volatility of digital evidence is as follows:
register, memory, table, processor, temporary file system, disk,
remote logging and data monitoring, physical configuration and
network topology, as well as archived data. The improvement
capabilities of digital technology allows the emergence of
various new characteristics of digital evidence. Therefore, the
order of volatility of the digital evidence is very possible to
change.

Digital forensics processes applied in disclosure of cybercrime
must follow the procedures and mechanisms for the handling of
digital evidence. In this regard, proper concepts and tools of
digital chain of custody are necessities for a digital investigator.
According to Garfinkel (2010), concepts and tools that are
available today are still partially able to explore digital evidence
and not yet supporting the investigation process as a whole.

Numerous studies have been done in an effort to implement the
concept of digital chain of custody. Regarding the handling of
chain of custody, according to [23], there are at least four main
issues, namely:

. Flexibility and capability of documentation of the chain of
custody in line with the increasing data volume generated
from various new tools.

. Interoperability ~ between  digital evidence and

documentation of the chain of custody.

. Security of chain of custody documentation, considering
that evidence can move from one party to another.

. Knowledge of the judge and jury in dealing with cases
involving digital evidence so he or she can decide cases in
the right way. One of them is the way to present
information that can be understood by both the judges and
other law enforcement agencies. In this case, chain of
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custody must provide 2 aspects of information, i.e.
information that is directly related to the case (includes
5W and 1 H), as well as information related to the source,
originality and the process for obtaining such evidence.
Gayed called these two aspects as forensics information
as and provenance information.

3. CURRENT RESEARCH

According to [24], digital forensics developed as an
independent field of study began in early 2000. However,
according to [25], the initiation of digital forensics in fact
already started since 1976 where the terminology of computer
crime was used to refer deletion and modification of data by a
person who was not entitled. This is in line with the opinion
from [20] that initially digital forensics activities were only
necessary for the data recovery.

One case of which required a complex computer analysis and
engaged a large investigation team was a crime done by a
hacker named Markus Hess and this case was handled by FBI in
1986 [25]. Then, the increasing of technology and the lifestyle
of human that often interacts with technology support the
growing activities of digital forensics. This is as what [20]
mentions, that one factor supporting the rising cases of
cybercrime is a growing number of personal computer users as
well as easy connection between computers. In these case, [20]
mentions; that within 15 years, digital forensics enters the
golden age as seen from the number of academics who conduct
a research on various aspects of digital forensics, coupled with
the increasing interest of vendors to invent a variety of tools and
applications for digital forensics.

Also, [20] and [24] suggest and describe an overview of current
research as well as challenges in the field of digital forensics.
Based on paper mapping on some media publication [25], [26]
reveal an overview of the topics and research areas that are
mostly examined in digital forensics.

Attempts to do some researches and explorations to get a
reliable concept of digital chain of custody have been done by
previous researchers. In this case, according to [23], broadly
speaking there are three dimensions of research activities
regarding digital chain of custody.

e Researches on the topic of improving the quality of chain
of custody. There are at least three research focuses on this
dimension; the first one is by focusing on the development
of chain of custody that is reliable and secure through the
concept of DEMC (Digital Evidence Management
Framework) and this concept is designed as a framework
to answer the questions of who, what, why, when, where
and how. [21]. The second focus is an integrity issue of
chain of custody through the adoption of a number of
hashing algorithms on digital evidence. The third focus is
security approach on hardware as developed by SYPRUS
Company through their product called PC Hydra. This
product is a PC designed to implement cryptographic
technology that will guarantee the level of confidentiality,
integrity and non-repudiation of digital evidence.

e  The second dimension focuses on an attempt to represent
knowledge. In this case, Bogen in [23] applies UML and
UMML to represent knowledge in the process of planning,
performing and documenting digital forensics activities.

e The third dimension is focused on forensic format
approach. There are many versions of data format for
digital forensics. Some formats that have ever been
proposed are as summarized by the CDEF, such as FF,



EWF, DEB, gfzip, Prodiscover and SMART. [23]. These
forensic format approaches started to be used widely in
Digital Forensics Research Workshop (DRWS) forum in
2006 formed Common Digital Evidence Storage Format
(CDEF) working group as an attempt to give a solution to
the concept of digital evidence storage and their metadata.

In the field of forensics in general, the issue revolving around
the chain of custody has called the attention of a number of
researchers, one of them is [27]. On the research, a system is
built named Disciple LTA (Learner, Tutor and Assistant) as a
computer-based cognitive assistant that will help analysts to
conduct a credible assessment of a number of intelligence
evidence so that the assumption of uncertain changes in
information on the evidence during some stages of investigation
process can be overcome. The study provides a systematic and
comprehensive approach to make an assessment so that at any
stage of the chain of custody, the integrity of any part of the
evidence is really guaranteed and no hesitation or assumption
for the possibility of missing information in the handling of
evidence.

One issue in the chain of custody is data integrity. The common
solution used to overcome this problem is to apply the concept
of a hash key to check the integrity of digital evidence. On this
issue, one of the early researches was conducted by [17]. The
study presents a method to perform validation and
authentication of digital chain of custody through the approach
of Jacobsson algorithm, which is an algorithm for validating a
hash value that is generated by the algorithm via online. In the
preliminary research, [28] specifically proposed an algorithm
for generating Jakobsson’s fractal hash chain, which is an
algorithm which can generate, traverse, and store the hash keys
in large amounts especially in small and constrained devices.
Another study about the integrity of digital evidence was
conducted by [29] by doing computational analysis through
comparison of several algorithms for hash function on digital
evidence.

Given the rapid development of the characteristics of digital
evidence, the attempts to find digital evidence and the
documentation are becoming increasingly difficult. That is why
[2] opines that one of the initial steps is to understand in more
details about the characteristics of digital evidence and chain of
custody through ontology approach. In the study, through top-
down based approach, an ontology model is built that consists
of five hierarchies, namely: Characteristics, Dynamics,
Factors, Institutions and Integrity. Those five elements of the
hierarchy are named DCoDeOn (Digital chain of custody
Digital Evidence Ontology) and directed to be able to respond
to the aspects of what, why, who, when, where and how in the
chain of custody.

Furthermore, when the handling of chain of custody has the
same point of view with the law enforcement regulations
prevailing in Indonesia, then at least there are 6 aspects of key
handling of digital chain of custody, namely (a) business model
and life cycle; (b) forensic format, (c) information record
keeping (d) the storage, (e) security assurance of the storage and
(f) access control for the storage of digital evidence.

3.1 Life Cycle

Cosic [2] has modelled interaction process in chain of custody
that includes five actors, namely: first responders, forensics
investigator, court expert witness, law enforcement and police
officer. Additionally, [1] also has constructed a model of an
interaction process of chain of custody that engages five
different actors, namely: first responder, investigator,
prosecutor, defense and court. According to Giova (2011), the
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model of actors in the interaction process of chain of custody
will be affected by the provisions of the law in each country.
However, the model that is built must be able to explain the
activity, relationship, and involvement of the actors in digital
evidence.

To understand the relation between digital evidence and chain
of custody, the term of life cycle is used. Petri Nets model
approach is used to build the life cycle of digital evidence.
Previous researchers have been doing a research on the solution
of chain of custody but due to the wide and complex issue in
this field, it needs a further description of relations and
interactions between parties involved in the handling of digital
evidence.

3.2 Forensic Format

Other researches about digital chain of custody are conducted
through forensic format approach by [30] and [31]. In this case,
[30] provides a solution related to the digital chain of custody
by proposing an improvement on the concept of AFF version 3
(Advanced Forensic format Library) into AFF version 4. The
concept of AFF is an approach to digital signature and other
cryptographic protections for digital evidence that allow an
investigator to apply the chain of custody system that is reliable
from the crime scene until in the trial. Meanwhile, [31] applies
AFF4 framework through the implementation of XML to build
a chain of custody on the network scheme of Internet Control
Message Protocol (ICMP) sweep attack.

Another study has been conducted by [23] that develops a
digital chain of custody solution in the form of a modified
forensic format and combines it with AFF4 forensics concepts
of RDF to bridge the gap between the real condition in juridical
proceedings and common practice which takes place in digital
forensics community.

In regard to forensic format, according to [32], there are three
generations of data imaging techniques that produce forensic
format. The first generation is imaging with the technique of bit
copies from the media that will be acquired and the result is
‘raw’ or ‘dd’ image; the second generation is the use of block-
based compression to increase space efficiency; while the third
generation is using integration technique of multiple image
streams, that is an expression of information and storage
virtualization into forensic format later known as AFF. This
format is developed by Garfinkel as disk image container that
supports storage of metadata in a single archive [23], [30].

Given the trend of increasingly varying information required in
the investigation process, then in 2009, Cohen in [33], [34]
created a proposal for AFF improvements to enhance its ability
in storing metadata more extensively. This upgrade is known as
AFF4. Then, considering the greater storage capacity that must
be acquired, and then it is suggested to use the application of
hash scheme based compression to boost the speed of image
acquisition process [32].

Another forensic format is vendor-based in nature, namely the
EWF (Encase Expert Witness Format). This format is issued by
Encase vendor that contains data checksum, a hash key to verify
information and integrations containing bad sectors from the
disk imaging process [35].

An evaluation from CDESF as cited by [23] mentions that the
various existing forensic formats still contain a number of
weaknesses, especially in the ability to keep the number of
metadata needed to support the process of investigation and
trial. For this reason, the other approach used is through
knowledge representation, namely how to map out necessary
information in the chain of custody process via XML, ontology



or semantic web. In this case [23], [36] try to propose a CoC
solution through the use of semantic web to represent a chain of
custody using RDF where forensics information and
provenance information is published and utilized through the
web.

Another solution for the digital chain of custody is as proposed
by [37] through the concept of XeBag. This concept is a
combination of the use of PKZip data compression format with
representation of metadata via XML format. This concept is
developed specifically to meet the needs of forensic format to
handle the cases that take place in South Korea. The existing
forensic format, particularly EWF from Encase is seen as
having a number of limitations to be applied in the juridical area
of South Korea.

3.3 Information Record

The most important thing of the chain of custody is the ability
to store metadata information [12]. Considering the digital
evidence acquisition process through ‘dd’ tools or other tools
does not facilitate the needs for metadata information of digital
evidence, then a mechanism is needed for additional record
keeping of metadata information through the concept known as
Digital Evidence Bags (DEB). The concept of Digital Evidence
Bag (DEB) as information container for digital evidence is then
implemented with an XML approach through the availability of
three main files, namely tag file; .indexnn file; and .bagnn file.

Another approach to chain of custody issue carried out by
Schatz (2007) is known as sealed digital evidence bags. This
concept is the development of DEB (Digital Evidence Bags)
concept proposed earlier by Turner. The approach is to use the
concept of RDF/OWL for the representation of necessary
knowledge, as well as control of digital evidence. Meanwhile,
[37] proposes the concept of XeBag (XML PKZip Based
Digital Evidence Bag) as a solution for digital evidence storage
technique. In the concept, the evidence file is stored in PKZip
format while the information associated with the forensics is
saved using XML format.

The same thing is done by [23]. In this matter, [23]provides a
digital chain of custody solution through semantic web
approach using RDF and provenance vocabularies to ensure the
trustworthiness and integrity of the information on digital
evidence. The study begins by setting the definition and
analysis of all data information related at each stage of digital
forensics process. The next stage is linking the information
from chain of custody into interlinked RDF, including
integrating the forensics and provenance metadata. On the final
stage, the web interface is built that allows all parties to access
necessary information from chain of custody that has been
made.

On the other hand, according to [38], one of the problems
encountered in the handling of digital chain of custody is how
to present the information that is needed during the judicial
process. The information presented in the chain of custody
according to [38] should be a combination of a technical area of
digital evidence and legislation area from the judicial point of
view. Thus, there must be a good interface so that the data
generated by digital investigator can be understood by the
judges and other law enforcement agencies in accordance with
the applicable law. In this case, there is what so-called as
supervision data as the depiction of data extracted from the
technical aspect that meets the legal aspects.

The similarity obtained from a variety of solutions for digital
chain of custody is an approach to integrate a number of
essential information as required in the chain of custody directly
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on each digital evidence file. This is done particularly because
of the difficulty in controlling the mobility and accessibility of
digital files. In addition, digital chain of custody solution is not
included in a framework of digital forensics investigation that is
binding. Therefore, the research of Digital Evidence Cabinets
tries to perform another approach through digital evidence
collection using the information stored in the media storage
(evidence cabinets) and not directly on the digital evidence.

Next, [39] sees the necessity for data integrity concept to ensure
the handling of digital evidence and chain of custody and then
develops the concept of DEMF (Digital Evidence Management
Framework) through several criteria to obtain information that
meets 5W 1 H. For any information 5W and 1 H is included to
ensure the security (Who-fingerprint, Where-GPS, When-
timestamp, What-hash).

3.4 Storage Area

The volume of the digital evidence is growing and increasingly
varied in terms of the file size. Storage of digital evidence is not
just ordinary storage, but it should have technical specifications
that comply with the provisions of the law, for example, the
ability of data storage, data maintenance as well as data
recovery [40]

As any other storage, digital evidence storage should pay
attention to a number of criteria, namely: read/write data
technology applied in the storage, strength and durability of the
storage, as well as its architecture. The solution for storage can
refer to the storage technology that has been available, for
instance, as developed by Rimage [41]. Besides, the solution for
storage can also be through the application of some topology
storages as done by [40] through the implementation of NAS
(Networked Attached Storage) and SAN (Storage Area
Network) in a concept called DECL (Digital Evidence Storage
Locker).

A number of studies have been done to optimize the use of
NAS and SAN storage solutions, as well as High Performance
Storage Network (HPSN) by [42] and High Availability Storage
Network (HASN) by [43]. Digital forensics activities and
digital chain of custody require storage solution that supports
the process of storage and access to digital evidence. As a
result, establishing the storage model solution according to the
needs of the digital forensics activities and chain of custody is
an area of research that can be studied further.

According to [41], almost all crime activities at this time will
include digital components. Therefore, it is no wonder that
every 18-24 months, digital evidence stored in the storage will
double than before. According to [44], depending on the type of
institution and company, in general the amount of data stored
doubles in 1-2 years. On the other hand, considering
investigation process until the end of judicial proceedings
requires a very long time, then the storage of digital evidence
must also be maintained and retained for a long period.

In practice, the HDD (Hard Disk Drive) is often used as a
standard for data storage for a long period. In spite of that,
according to [41], the technology on HDD is not intended to
serve as a digital data storage solution for a very long period
(HDD capacity ranges from 5 to 6 years only). In addition,
HDD also still has a number of constraints in terms of the
possibility of failure in the process of storage and data reading
that will potentially corrupt data. Therefore, a solution offered
by Rimage is a storage technology using DVD/BD (Blue-ray
Disc) that will guarantee the concept of secure data
preservation, reliable data retrieval and readability.



3.5 Infrastructure Security
Meanwhile, for the infrastructure of chain of custody, [11],
[45], [46] have offered a solution for the secure infrastructure
for digital evidence handling, that is, by establishing the
concept of valid evidence based on a hardware-based security
using a TPM (trusted platform module).

Secure infrastructure is very important especially for the
handling of digital evidence in cases where the digital data are
taken directly from the device. One example is the application
of Traffic Monitoring System in particular areas that are mostly
done in several major cities. Trusted Computing and Trusted
Platform Modules serve as trustworthy based computing
platforms to the solution. Another approach to infrastructure
solution is given by [47] i.e. through secure logging protocols
for the benefit of digital evidence handling.

Another attempt to provide a solution to the handling of chain
of custody is the application of RFID technology to perform
monitoring and data record keeping on physical or electronic
evidence. This is as developed by [48] via EPC global approach
to Architecture Frameworks.

3.6 Access Control

Integrity and credibility of evidence on digital chain of custody
are determined by the concept of access control applied to it.
Therefore, there is a necessity for mechanisms to protect digital
evidence that supports the integrity, confidentiality and
authenticity of the digital evidence. In this case, according to
[49], in the policy region, access control indicates whether a
subject (e.g. processes, computers, users, tools etc.) is allowed
or not to perform an operation (such as read, write, execute,
delete, search etc.) on an object (e.g. database, table, file,
service, resource etc.). While according to [50], access control
is a mechanism that gives authorization only to the legitimate
users to be able to use the data and existing resource.

The application of access control on digital evidence has
previously been proposed by [51] through the implementation
of cryptographic techniques to model the mechanism of
hierarchical access control. In this case, partial mechanism and
full supervision are developed to describe rights and functions
that are different between the investigator who directly handles
digital evidence and other law enforcement agencies that
perform supervisory control against the use of such evidence.
The solution given in the study is focused on the efforts to carry
out control and protection toward access to digital evidence
through the application of AES cryptography on different
security levels.

In terms of computer security, according to research by [52] an
attack on the system can be because of inconsistencies the
application of access control. Thus, in the research, an
algorithm is built to detect any inconsistency in access control
on a firewall as part of IDS (Intrusion Detection System)
system

In relation to this access control issue, based on the existing
literature, there has been no study that specifically refers to the
application of access control concept for digital chain of
custody. However, to know the importance of access control
concept for digital chain of custody can refer to the importance
of access control for medical record. In this case, a number of
studies have been done on the concept of access control to
protect integrity of the medical records of patients in a
Healthcare Information System. In addition, a study by [53]
about access control model for a collaborative environment can
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be a valuable input to construct an appropriate model of access
control in the scope of digital chain of custody.

4. DISCUSSION

Business model approach, as can be seen in Figure 2, can give
an idea of the importance of the chain of custody in a process of
digital forensics. In addition, through this approach, to
understand the importance of and the position of the chain of
custody in the digital forensics also can be done through a
modelling approach. In this case, [54] has introduced the
general model and the conceptual model of digital forensic.
Unfortunately, on both the proposed model is not visible the
role and position of the digital chain of custody in digital
forensics. For that, refers to the model of the proposed general
model and the conceptual model of digital forensics with
include the chain of custody as one of the elements of
importance. A new proposed model are:

General Model DF = {I, S, D, E, A, R}

| = Identification process, S = Storage for digital evidence, D =
Documentation of digital evidence, E = Exploration, A=
Analysis data and R = Reporting.

Conceptual Model DF = {Pi[Tj, LK], DE}

Pi = A series of digital forensics process, Tj = Technique,
methods, approach, system, tools. Lk = Legal principle, DE =
Digital Evidence.

Both of these models suggests that the chain of custody is an
inseparable part of the activity of digital forensics. On the
general model of the chain of custody is represented by D while
in the conceptual model are represented by Lk and DE.

Based on the review, the attempts to provide solutions to digital
chain of custody are divided into two approaches, namely:

e The first approach is using information container as a
solution that allows to save a number of metadata in the
form of specific forensic format. This approach is as
committed by [30], [33].

e The second approach is through formal knowledge
representation with XML, ontology and semantic web
solution to store information metadata. This approach is as
committed by [2], [23]. DEB (Digital Evidence Bags)
expressed by Turner [12] as a container for loading some
information such as crime scene artifacts, metadata,
information integrity, access, and audit records is one of
the chain of custody solutions using XML approach. Then
with the addition of a Tag Integrity File on the concept of
DEB Turner, [13] develops a new concept known as
Sealed Digital Evidence Bags (SDEB).

e The third approach is a combination of container
information and knowledge representation as expressed by
[37] in XeBag.

In addition, if the handling of chain of custody has the same
point of view with the law enforcement regulations prevailing
in Indonesia, at least there are four key aspects of the handling
of chain of custody, namely, storage, registration and record-
keeping, control access to the evidence, as well as security
guarantee of the storage and analysis process. Based on this
perspective, the previous explanation about researches in the
field of a digital chain of custody can be mapped through the
diagram in Figure 3.
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Figure 3. Problem and Chain of Custody Research Area

Based on the review above, in principle there are a few things
that still rise a challenge in researches about the chain of
custody, namely:

e  Business model for handling digital chain of custody. The
first step to build the solution is to fix the business model
of digital forensics. The business model will give an idea
on how the relation and order of interactions process
between actors in digital forensics activity. Further
researches can be done by referring to input from the
practitioners in digital forensics either from the law
enforcement agencies or from the private actors.

e  Storage of digital evidence. The issue is how to implement
and build storage infrastructures to fulfil the needs as well
as meet the criteria set by the law. Therefore, things that
can be done are identifying the criteria for digital evidence
storage and mapping vendor products that meet the criteria
or storage model development through the implementation
of NAS and SAN concept.

e The concept of metadata information record keeping on
chain of custody. One way that can be developed is
building a new logging model based on a previously built
model namely the concepts of DEB Turner and SDEB
from Schatz. The other thing that can be done is to
integrate record-keeping concept with DEMC concept
from Cosic.

e A secure Infrastructure. Digital forensics and handling
chain of custody should be supported by a secure
infrastructure. That is why, given the mobility
characteristics of the officers, a method that can be applied
is implementing SSL VPN concept as a means of access to
the server and storage. This can be supported by the
application of trusted computing-based and access control
concepts as a medium for the secure platform. The
incorporation of SSL VPN and Trusted Computing based
brings a challenge for research about infrastructure on
digital chain of custody.

e  Establishing a framework for handling digital chain of
custody in a comprehensive manner. The framework will
provide an overview of solutions ranging from storing
process of digital evidence until interaction process among
business actors in a chain of custody along with the record
keeping.

International Journal of Computer Applications (0975 — 8887)
Volume 114 — No. 5, March 2015

In this study, an overview of digital forensics activities
requiring digital chain of custody mechanism refers to the legal
documents Regulation of the Chief of National Police No. 10/
2010 and the regulation system prevailing in Indonesia that
contains the settings of evidence, such as Law No. 8/ 2008
about Information and Electronic Transaction. Referring to this
document, in practice, based on the experience in handling
cases and interacting with digital forensics practitioners, the
activities generally performed at this time among the digital
investigators are limited to imaging, examination/exploration,
analysis and reporting the findings of evidence. Activities that
support the implementation of the digital chain of custody still
have not been taken into account by the digital investigator.
Chain of custody is only applied for the sake of physical
evidence documentation, but not on digital evidence. Interaction
process with digital evidence is not well documented. In
addition to the lack of tool and framework that support digital
chain of custody, there is also no mutual agreement related to
the management of digital evidence.

This is certainly a challenge for researchers to establish a
mechanism of the digital chain of custody so that the integrity
and credibility of the evidence can still be guaranteed. Then,
there is no presumption against digital evidence submitted by
investigators because all parties have achieved compliance with
the standard handling of evidence, in general. Therefore, one
research area for digital chain of custody is to provide a more
comprehensive solution through unity in the existing solution
and the concept of business model, the concept of record and
storing information, as well as security and access control. This
is what underlies [55] to propose a solution known as Digital
Evidence Cabinets. The solution offered is like a new approach
to dealing with digital evidence and documentation of a digital
chain of custody. This model is built through the approach of
business model concept that corresponds to the legal aspects,
development of a reliable storage model, development of record
keeping and documentation concept based on the Digital
Evidence Bags and Digital Evidence Sealed Bags, as well as
support for infrastructure based on trusted computing. Though
the proposal is still in the early stages, but in principle the
solution offered has enriched the studies about digital chain of
custody.

5. CONCLUSION AND FURTHER
RESEARCH

Disclosure of cybercrime can be done through a series of digital
forensics activities. The important elements in these activities
are the integrity and credibility of the digital evidence in a
single procedure for handling the chain of custody (or chain of
evidence). In this case, the handling of evidences either digitally
or conventionally is supposed to use the same concept.
However, due to the specific characteristics of digital evidence,
the handling of chain of custody for digital evidence is not the
same in practice. The difficulties found are the handling of
digital evidence turns out to be more difficult than of physical
evidence. For this reason, a system environment that supports
the implementation of handling digital chain of custody is
required by the law-enforcement institution to support the
handling and investigation of cybercrime.

This paper discusses the problems faced in the digital chain of
custody as well as various points of view the contributions of
researchers in providing solutions to these problems. There are
still many problems that must be resolved in order for the
digital chain of custody solutions can truly serve as an
aggregation process of handling evidence that will support the

process of investigation by law enforcement.



Based on the description in the paper, the next research step is
supposed to do further study by exploring a number of issues
that have been identified in particular to the concept of record
and information storage as well as security and access control
scheme in a digital chain of custody system.

Based on the description that has been conducted in this paper
the next research steps that can be done is to do further studies
to explore a number of issues that have been identified as
particularly about concept of the writing and storage of
metadata information as well as security and access control
scheme in a digital chain of custody system.
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