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Abstract

With the advancing technologies become tools for illicit activities and avoid detection, digital forensics is necessary for law
enforcement in modern criminal investigations. In order to maintain the integrity and authenticity of the evidence, a chain of custody
is essential for the successful prosecution of criminals in court. However, it is a great challenge to manage the preservation and
collection of digital evidence because of its fragile and volatile in nature. Blockchain has been proposed as a promising and reliable
technology to provide immutability and traceability of digital content, however, the applications of blockchain to the law
enforcement agencies (LEAs) requires special attention to the security issue. In this research, we proposed a blockchain of custody
framework to facilitate the security and transparency of digital evidence in criminal investigation process. The framework is
implement on Ethereum smart contract to support authenticity and integrity of digital evidence in preliminary investigation, case
management and court phases. We also propose the role of investigator to leverage access control in evidence creation, transferring
and modification. The corresponding actions with judicial process is simulated using private ethereum blockchain. The
experimental results indicate that the proposed framework can prevent digital evidence been tampered or contaminated and assure
its legal defensibility with rigorous privilege management. Moreover, by successfully synchronizing digital evidence transactions
to multiple nodes ensures the accountability of evidence data for every involved law enforcement agency.
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1. Introduction

Given the current popularity of 3C products, modern technologies are commonly used to commit more sophisticated
crimes. Therefore, how to properly collect digital evidence plays an important role in the criminal investigating tasks.
The process of digital forensic begins from the scene and the proof of the case must be placed before the trier of fact
for consideration. Due to the circumstantial and fragile nature of digital evidence, any unexpected alternation may
cause the great damage and impede their reliability. More importantly, the subtle changes, whether it is man-made,
accidents or nature disasters in the digital form are difficult to detect and easily ignored by forensic officers.

Chain of custody is crucial to declare the authentication of evidence and to convince the trier of fact. The traditional
chain of custody is mainly operated by paper base systems. The police officers or people who take charge of the
evidence provide their signature to ensure the reliable of the data when delivering the items to the next stage. Further,
by tracking the well documented chronological delivery route allowing the trier of fact to trace and identify the
factuality of evidence regardless of different organizations involved in the whole transmitting process. However, the
paper-based chain of custody is solid inadequate to guarantee the provenance and integrity of digital evidence [1].
Crime facts which stored or transmitted in digital form suffers from the challenges due to the speed, anonymity and
the volatile nature of digital evidence. While traditional paper-based chain of custody requires long period of time and
huge human resources to demonstrate the legality at court, the tedious and time consuming process may lose the
opportunity to solve the case by fast examining the digital evidence. Thus, developing a framework to deliver and
preserve digital evidence more efficiently is an important issue in forensic field.

Blockchain has features include decentralization, integrity, traceability and consistency, which are also required by
traditional chain of custody . Moreover, smart contract development in blockchain contributes the access control
mechanism to distinguish the rights between dispatch officer and other general staff on handling the digital evidence.
Building a precise access control framework is essential in judicial procedures to avoid evidence destruction and
privacy violation. In this study, we propose a blockchain of custody framework that combines various privilege design
of smart contract to identify different roles in judicial procedures . The framework is composed of three phases, which
are preliminary investigation, case management and court phase. In preliminary investigation phase, the dispatched
law enforcement officers are allowed to upload digital evidence hash value to the blockchain. In case management
phase, the relevant personnel acquire different permissions according to the design of smart contract. Finally, in court
phase, the trier of fact can verify the integrity of evidence by comparing hash value with the previous calculated value.
The reminder of this paper is organized as follows: Section 2 provides a review of blockchain and smart contract in
digital forensic applications. Section 3 describes our proposed blockchain of custody architecture and privilege design
based on smart contract principles. Section 4 demonstrate the implementing process and system outcomes. Finally,
the last section concludes the paper, and makes some suggestions for future work.

2. Literature review
2.1. Digital evidence and chain of custody

The chain of custody refers to the process of recording the state of evidence in chronological order during the
investigation. According to the U.S. National Institute of Justice (N1J) defines chain of custody as “a process used to
maintain and document the chronological history of the evidence” [1]. The chain of custody plays a pivotal role
throughout the investigation. The integrity of the evidence must be maintained according to the first discovery, until
later submitted to the court. If the process of supervision is contaminated, the hard-earned evidence will not be accepted.
Therefore, the chain of custody must document evidence at any stage of the investigation process, from the acquisition,
collection, evidence analysis, and the units that deliver the evidence to the laboratory, as well as the information of
time, place, cause and manner of use of the evidence [5].

In the modern digital age, with the increasing of cybercrime activities, the complexity of digital evidence makes it
harder to create and maintain a reliable chain of custody. Compared to traditional evidence, digital evidence has many
unique characteristics, such as easy to be copied, transmitted, modified and contaminated. Since most valuable data in
a digital form are time sensitive, recording timestamps becomes a critical factor to govern the proof of facts in a legal
proceeding. In addition, modern criminals are often dominated by cross-border organizations. They often utilize the



Fu-Ching Tsai et al. / Procedia Computer Science 192 (2021) 2779-2788 2781

conflicts over prescriptive jurisdiction in different countries to avoid law enforcement investigation. Thus, developing
a blockchain of custody framework which supports cross-border criminal intelligence sharing and collaboration is the
trend to fight against crime internationally [5].

2.2. Blockchain technology

The birth of the blockchain subverts the traditional trading model and develops new applications in different
industries. Regardless of how the blockchain evolves, its operating principles are similar. The followings are three
fundamental concepts of blockchain theory.

e Peer-to-peer (P2P) architecture: The blockchain itself is a distributed database in which participants of each node
can trade digital assets and store transaction records through the P2P network .

e The blockchain stores messages in a timestamp and transaction verification manner [2]. Transaction records are
stored in "blocks". Each block contains hash values, timestamps, and transaction messages, each of which contains
a different nonce to calculate the new hash value. The newly generated block will be added to the previous
blockchain through transaction verification, so as to link a long chain of data blocks.

¢ A consensus mechanism with rules and security: Both parties trading on the node achieve security by using public
and private key encryption and digital signature algorithms. And each participating node can verify each event
together. When a transaction enters the P2P network, the node first verifies whether the transaction is legal. If the
node agrees on its legitimacy, they will confirm the transaction and place it in a block. This new block will be
added to the previous blockchain and combined into a longer chain. In this way, the latest block keeps the latest
state of the chain shared .
Blockchain stores all transactions in distributed blocks which means all nodes in the network are in possession of
a copy of complete transaction data. For ensuring consistent data among all nodes, block data needs to be synchronized
with the blockchain copy stored by the validator nodes. Therefore, even if a node suffered from hacker attacks, it will
not affect the operation of the entire chain.

2.3. Ethereum and smart contracts

Ethereum is one of the most important application based on blockchain technology. Despite as the well-known
cryptocurrency, Ethereum also supports cross platform deployment which makes the use of blockchain more flexible
and extensive [37]. The smart contract is a high level computer language deployed at Ethereum to encode business
logic. Smart contract contains information about the transaction which can store the participants' agreement on the
condition, and the changes involved in the contract are automatically made when the conditions are met. A smart
contract can be defined as “a mechanism involving digit assets and participants”, in which some or all of the parties
invest and redistribute assets through the nodes in the network to verify the contract content [3]. Smart contract can
be flexible design and development, through the use of automated programs to perform a variety of industries, such
as finance, insurance, medical services, making the blockchain of more diverse applications .

In order to implement user defined business logic in Ethereum, ethereum virtual machine (EVM) is adopted as an
isolated runtime environment for smart contract. Although the hardware and software environment of each node is
different, the EVM is able to compile down various smart contract down to bytecode and deploy to Ethereum to ensure
that each node has the same execution environment. The objective of isolated environment of EVM is also designed
to secure the network from malicious attacks, such as infinite loop or access operating system resources. The EVM is
designed as a sandbox and is an execution environment that is isolated from the operating system. In EVM, smart
contracts cannot access file systems, networks, or other programs in operating system but can only access other smart
contracts. All smart contracts are executed synchronously with other nodes in the EVM. In order to ensure proper
allocation of resources for the EVM, each instruction executed by the EVM has a cost which is measured in units of
Gas. The more operating instructions will cost more Gas and meanwhile this mechanism also ensures that the system
is not attacked by the network denial of service. As a result, Gas not only encourages developers to write streamlined,
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high-quality code, but also ensures that miners performing the requested operations receive compensation for their
contribution .

3. The blockchain of custody framework

This research utilizes blockchain technology to support digital forensic tasks with regarding to preliminary
investigation phase, case management phase and court phase. The timestamps and hash values in the blockchain can
ensure that each block is added sequentially to a chain and its content can be traced. The immutability of blockchain
is the key feature to keep the distributed ledger unchanged. Accordingly, we adopted the immutable feature of
blockchain to facilitate the reliability of digital evidence and provide effective audit trail capabilities. The proposed
framework demonstrates the transparent process of handling digital evidence from crime scene to court and makes it
corruption-free. An overview of proposed framework is shown in Fig 1. Three main phases, preliminary investigation
phase, case management phase and court phase, are discussed in the following subsections.

Update

Preliminaryinvestigation phase Case management phase Court phase
() : i Everyone
Digital Evidence Upload ; Smart Authorize I: .
5 Blockchain Co:tar;ct User a Digital, T consistency
Hash Value Investigator E e

Traceability

Fig. 1. Digital evidence blockchain of custody flow chart
3.1. Preliminary investigation phase

The procedure for establishing chain of custody start with the crime scene. Therefore, the immutability of digital
evidence should be applied whenever an investigator takes custody of evidence at a crime scene. With implementing
blockchain in chain of custody, digital evidence from the scene should be collected by dispatched officers and turned
into hash values followed by upload to digital evidence blockchain of custody. The law enforcement officer who get
authorization to conduct the investigation from the decision maker is allowed to upload hash value. The mechanism
for delegate authorization is implemented by smart contract. When the investigator has been verified as the person
who takes charge of the crime case, the smart contract allows the authorized account to upload, modify, query the
hash value of the digital evidence and record trace its transformation status on blockchain.

3.2. Case management phase

Case management phase in criminal investigation process is designed to provide a comprehensive solution for
achieving, transferring, sharing and cooperating between law enforcement agencies (LEAs). Despite the common
superior or subordinate criminal case transformation between LEAs in a single country, modern cross-border crimes,
such as fraud, money laundry and drug trafficking, also require case transfer to conduct further investigation. Although
criminal intelligence sharing is critical, privilege segmentation and control is also a major concern for criminal case
management due to secreting nature of privacy. Thus, smart contract is applied to provide concise access control
among various LEAs.

The account which established in this phase can be divided into investigators and general user. As far as our
knowledge, the role of investigator which is necessary for law enforcement applications has not been discussed in
previous researches. Investigators who are responsible for a specific criminal case can create digital evidence hash
and upload to the blockchain while general users can only query the hash value and the information of the digital
evidence. When the criminal case needs to be transferred to a new custodian, the timestamps and the new custodian
will be recorded through the smart contract. Since digital evidence should not be deleted if the crime case has already
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gone through the judicial process, we remove the delete function which is commonly provide in previous business
blockchain model and propose the modify function to keep every action that has been applied on the digital evidence

[4].
3.3. Court phase

The most important task of blockchain in the court is to convince the trier of fact that digital evidence has not been
tampered. When the authorized user, such as investigator, lawyers, prosecutors and judges, set the query request to
blockchain, the smart contract will demonstrate the hash value of digital evidence in each prior phases so as to explain
the items are properly handled and legally considered as evidence in court. Since we provide modify function instead
delete function, the sequence of custody can demonstrate the integrity, consistence and traceability of digital evidence.
Therefore, the trier of fact is able to recognize the legal fact of digital evidence basically depend on the hash
comparison results. If the hash values of current evidence items in the court match the hash value of the one which
been uploaded at the crime scene in preliminary investigation phase, then we can treat the digital content in the court
is identical with the original one. Thus, by applying the blockchain on digital evidence management provides a
mechanism to identify the integrity of digital content but not focus on the traditional proof of delivery when
transferring substantial digital evidence, such as USB drive. This benefit is more important in cross-border criminal
investigation when it is almost impossible to spent a lot of time and effort to deliver the substantial digital evidence
to various countries and take turns to analyze it.

4. System design

We demonstrate the implementation process of the digital evidence blockchain of custody system in this section.
First, we introduce the hardware and software construction used in system development, then introduces the
implementation steps of the system, and finally shows the development results of the system.

4.1. The environment of system development

The developing environment of this study can be divided into the hardware equipment required for the execution
system, and the software used in the implementation process. The detailed specifications are shown in Table 1. Node
A and B represent the role of administrator and general user on Ethereum, respectively. We simulate an Ethereum
private chain which composed with Node A and B with Geth, the command line interface for implementing a full
Ethereum node in GO. The smart contract is compiled online by Remix with the Solidity language, then deployed to
the private chain. The contract function can be viewed and tested through the interface provided by the Ethereum
wallet. The purpose of implementing Geth to set up a Ethereum private chain is to conduct the operations which
defined in the smart contract at the Ethereum node, explain the digital evidence can be successfully transferred among
various organizations and be free from tampering as well.
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4.2. Role design

We design four roles, which are administrator, owner, creator and investigator, in this research to support modern
criminal investigations involve in blockchain of custody for handling digital evidence. The architecture of role
relations is shown in Fig 2. Since the architecture of this research is based on private Ethereum blockchain, an
authorized department is necessary to create accounts for every blockchain user. Thus, the administrator’s main task
is to establish the account for the users . We design SetMember() function for administrator allowing to create different

Fu-Ching Tsai et al. / Procedia Computer Science 192 (2021) 2779-2788

Table 1. System development software and hardware configuration

Hardware Configuration
CPU : Intel Celeron N4100
. RAM : 4GB
Node A: Acer Swift 1 Disk - 128GB

OS : Windows 10 64bit Home Edition

CPU : Intel Core 15-7400

RAM : 16GB
Node B: ACPI x64-base PC Disk - 1TB
OS : Windows 7 64bit Home Edition
Software Configuration
Blockchain Ethereum Geth v1.8.23 (private chain)
Smart contract Solidity 0.4.22
Program Compiler Remix Ethereum IDE

Ethereum Wallet

Ethereum Wallet V0.10.0

privilege level of users.

The investigator may combine with two roles, namely creator and owner. The investigator with the role of creator,
who is responsible for the crime case, has the right to establish hash value of digital evidence by using CreateEvidence()
function. By considering the crime cases are usually transferred to different LEAs, the investigator with the role of
owner can use the Transfer() function to hand over the custody to another investigator. Once the custody has been
transferred, the role of owner will be also transferred to the next custodian and the former custodian is no longer have
the role of owner. The general user only has the function of viewing digital evidence information. An overview of

different roles and corresponding functions is shown in Table 2.
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Fig. 2. The blockchain of custody framework

Table 2. Smart contract function design

Role Funtion Description

The account which can deploy the smart contract and is responsible for
Administrator SetMember() setting a list of members to distinguish between investigators or general

users.

The account that can creat the digital evidence hash value and case

Creator CreateEvidence() o .
description to the blockchain.
N Transfer() The account which holds the digital evidence and case custodian. The
wner
ModifyEvidence() account can transfer the custodian and modify the case description.
. The account which can sent a query to retrieve digital evidence hash value
General user GetEvidence()

and other relevant case description.

4.3. Experimental results

This section describes the detailed design of blockchain of custody operations regarding to preliminary
investigation, case management and court phases. In first part, we demonstrate privilege assignment, case transfer and
legality of evidence procedures through 8 steps. Further, we discuss the security implications of smart contracts in
blockchain of custody applications.

4.3.1. Functionality

For achieving various law enforcement requirements in digital evidence management, we illustrate the functionality
of blockchain for not only maintaining the integrity of the digital evidence but also supporting effective proof of
delivery. Table 3 demonstrates the 8 steps of operation in terms of three phases to realize the concept of blockchain
of custody. The preliminary investigation phase consists of 3 steps. In step 1, the administrator assign the role of
investigator to Node A via SetMember() function. When the identity of Node A becomes an investigator, Node A can
create the digital evidence hash value and make the description of the crime case. The content of the crime case can
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be uploaded to the blockchain using CreateEvidence() function. Once the digital evidence been uploaded in step 2,
Node A also possess the role of creator and owner. In step 3, Node B as a general user can only execute GetEvidence()
function to retrieve relevant information of digital evidence. These 3 steps of operation in preliminary phase explain
the actions of blockchain of custody at crime scene.

As for case management phase, digital evidence transfer and modify are demonstrated from step 4 to step 7. Since
a crime case shouldn’t be transferred to a general user, in step 4, Node B should be assigned as an investigator by
utilizing SetMember() before crime case transferring. In step 5, the crime case is transferred from Node A to Node B
by conducting Transfer() function. As mentioned before, the role of owner is also transferred to Node B in the same
step. In step 6, we demonstrate the crime case and the role of owner can both be transferred back to the previous
custodian. With regard to the professional and legal responsibility of the first digital evidence examiner at the crime
scene, we define that the ModifyEvidence() function should be conducted by the investigator who possess the role of
both creator and owner.

The design of ModifyEvidence() function reflect the trend toward encouraging digital evidence creator to attain
the court for enhancing probative value of the evidence. Therefore, in step 7, Node A with the role of creator, owner
and investigator can proceed ModifyEvidence() function. Finally, in the court phase, Node A and B can verify the
hash value of digital evidence, list of transferred custodians and timestamps of each step in this research.
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Table 3. The demonstration of 8 steps of judicial process

Phase Step Operation of node A Role of Node A Operation of node B Role of Node B
1 SetMember(Node A) Investigator — General user
Investigator
.P relin.ﬁna.ry 2 CreateEvidence() Creator — General user
investigation Owner
phase Investigator
3 — Creator GetEvidence() General user
Owner
Investigator
4 SetMember(Node B) Creator — Investigator
Owner
Investigator Investigator
Case 3 Transfer(Node B) Crea%or - Owné;r
management Investigator
phase 6 — Creator Transfer(Node A) Investigator
Owner
Investigator
7 ModifyEvidence() Creator — Investigator
Owner
Investigator
Court phase 8 Get Evidence Creator Get Evidence Investigator
Owner

4.3.2. Security assessment

Preventing digital evidence been tampered or contaminated is crucial to assure its legal defensibility. We analyze
the proposed blockchain of custody framework in respect of security to further demonstrate the judicial procedures
from the crime scene investigation to court proceeding. In the preliminary investigation phase, the administrator can
effectively distinguish the difference between law enforcement officer and general user by assigning the role of
investigator to the account who is responsible for the crime case. Only the role of investigator is allowed to create
digital evidence on the blockchain. This mechanism not only prevents the growth of occupied block caused by
uploading irrelevant data from unauthorized users, but also keep from destroying the content of crime case by
anonymous users. In the case management phase, the role of owner is essential for crime case transfer. The crime case
can only be transferred to investigators but not general users. In addition, when crime case is transferred from one to
another account, the role of owner will also be transferred to the new custodian. The design of allowing only one
owner in the blockchain prevents the evidence ownership conflict while multiple investigators claim requesting
evidence transferred simultaneously.

We propose the ModifyEvidence() function in this research to replace DeleteEvidence() function in previous
researches to ensure the integrity and authenticity of digital evidence during the entire judicial process. Once the
digital evidence is uploaded, deleting evidence is prohibited for providing more comprehensive audit trail which may
subsequently be relied upon in court. The ModifyEvidence() function is used to update case description so as to
provide valuable information for further investigation. And since the investigator who upload the hash has overall
responsibility to testify the evidence in court, the account which possesses both the role of investigator and creator is
allowed to execute ModifyEvidence() function to modify the content of case description. The rigorous principle of
ModifyEvidence() reflect the high standard requirement of security in law enforcement applications. It is worth noting
that ModifyEvidence() function can merely modify the content of crime case description. All evidence hash which
been uploaded to blockchain cannot be changed in all circumstances.

5. Conclusions
With the emerging technology trend, the dramatic increase of digital evidence has a great impact on criminal

investigation. Since digital evidence is vulnerable in nature, how to maintain the integrity and authenticity of digital
evidence become a crucial task. In this study, we propose a blockchain of custody framework which supports evidence



2788 Fu-Ching Tsai et al. / Procedia Computer Science 192 (2021) 2779-2788

collection and transferring in a lawful manner. In order to distinguish different level of authorization to access sensitive
crime cases, we design the role of investigator to encompass various criminal investigation actions. The combinations
of creator and owner with the role of investigator make evidence collecting and transferring more rigorous and ensure
the integrity and authenticity of digital evidence during the entire judicial process. The framework is implemented on
Ethereum blockchain with smart contract. The experimental results show that the proposed model can validate the
immutability of evidence data and facilitate crime case sharing more effectively. Future research directions may
include exploring more roles involved in criminal investigation and considering the scalability issue when deploying
the proposed framework in a wider range of applications.
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